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§ 742.10 ANTI-TERRORISM: SUDAN
(1) If AT column 1 or AT column 2 of the Country Chart (Supplement No. 1 to part 738 of the
EAR) is indicated in the appropriate ECCN, a license is required for export to Sudan for

anti-terrorism purposes
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(2) If AT column 1 or AT column 2 of the Commerce Country Chart (Supplement No. 1 to part
738 of the EAR) is indicated in the appropriate ECCN, a license is required for reexport to
Sudan for anti-terrorism purposes, except for ECCNs 2A994, 3A992.a, 5A991.g, 5A992,
5D992.b or .c, 6A991, 6A998, 7TA994, 8A992.d, .e, .f, and .g, 9A990.a and .b, and 9A991.d
and .e. In addition, items in these ECCNs are not counted as controlled U.S. content for the
purpose of determining license requirements for U.S. parts, components or materials
incorporated into foreign made products. However, the export from the United States to any
destination with knowledge that they will be reexported directly or indirectly, in whole or

in part to Sudan is prohibited without a license.

%y [AT Columnl] DFERHIAME DA —F EITHEHEIX., - ZIZFZEENT-EHED

bDEBREEFHF, 2F D 5A992, 5D992.b/c iXFFAIAE, (5D992.bor.c 3. S EIDHKIET
HAEFfRRIZMz bhi-)

SF Y, 5A992 (B ARHIFEZY LD HIW DORFSHEEE) & 5D992¢ (Windows) 1
HiitoEA1X. [CCL i2E3< Anti-Terrorism FE DY X MM FEZY (*EU\'C?P)
S2THRLITH) LRDBDITTYT, (bHLAABNEEIT Th-TH, Lo L
WCEDVIIH FHA)

B LUXEN D OEBMHOFH AT, LESRHBRAOHRIZEETNTVERAN D, LE OF
BERRITNIRDERA,

4A994b Y 3 b, Eial - FiaH 2 DT EERHEBRAORRICE TN TVERAD
. LE OBEE % RR2FIR 0 84,
723 EAR99 /XY 2 ThIUIRTRo®@ Y U A MHIFEZ Y, LE OBHEEICRs 2%
HYFEHA,

4/16



F—lmH A EEEAT 2015.12.24

4-2 Part740 (LE) T{uUas®i>ivs H»

§ 740.19 CONSUMER COMMUNICATIONS DEVICES (CCD)

(a) Authorizations
This section authorizes the export or reexport of commodities and software, either sold or
donated, to Cuba or Sudan subject to the requirements stated herein. This section does not
authorize U.S.-owned or -controlled entities in third countries to engage in reexports of
foreign produced commodities to Cuba for which no license would be issued by the

Department of the Treasury pursuant to 31 CFR 515.559.
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(b) Eligible commodities and software
Commodities and software in paragraphs (b)(1) through (17) of this section are eligible for
export or reexport under this section to Cuba or Sudan. Commodities in paragraph (b)(18)
of this section are eligible for export or reexport under this section to Sudan only.
(1) Consumer computers designated EAR99 or classified under Export Control
Classification Numbers (ECCN) 5A992.c or 4A994.b;

(2) Consumer disk drives and solid state storage equipment classified under ECCN 5A992
or designated EAR99;

(3) Input/output control units (other than industrial controllers designed for chemical
processing) designated EAR99;

(4) Graphics accelerators and graphics coprocessors designated EAR99

(5) Monitors classified under ECCN 5A992.c or designated EAR99;

(6) Printers classified under ECCN 5A992.c or designated EAR99;

(7) Modems classified under ECCNs 5A991.b.2, 5A991.b.4., or 5A992.c or designated
EAR99;

(8) Network access controllers and communications channel controllers classified under
ECCN 5A991.b.4 or designated EAR99;

(9) Keyboards, mice and similar devices designated EAR99;

(10) Mobile phones, including cellular and satellite telephones, personal digital assistants,
and subscriber information module (SIM) cards and similar devices classified under
ECCNs 5A992.c or 5A991 or designated EAR99;

(11) Memory devices classified under ECCN 5A992.c or designated EAR99;

(12) Consumer “information security” equipment, “software” (except “encryption source
code”) and peripherals classified under ECCNs 5A992.c or 5D992.c or designated EAR99;

(13) Digital cameras and memory cards classified under ECCN 5A992 or designated EAR99;

(14) Television and radio receivers classified under ECCN 5A992 or designated EAR99;

(15) Recording devices classified under ECCN 5A992 or designated EAR99;

(16) Batteries, chargers, carrying cases and accessories for the equipment described in this
paragraph that are designated EAR99;

(17) Consumer “software” (except “encryption source code”) classified under ECCNs 4D994,
5D991 or 56D992.c or designated EAR99 to be used for equipment described in paragraphs
(b)(1) through (b)(16) of this section; and
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(18) (Sudan only) Global Positioning System receivers or similar satellite receivers
controlled under ECCN 7A994.
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(c) Eligible and ineligible end-users
(1) Organizations.
(1) This license exception may be used to export or reexport eligible commodities and
software to and for the use of independent non-governmental organizations in Cuba or
Sudan.

(ii)) The Cuban Government or the Cuban Communist Party and organizations they
administer or control are not eligible end-users.

(iii) The Government of Sudan is not an eligible end-user for any item exported or
reexported pursuant to this license exception except for consumer software that is
authorized under paragraph (b)(12) or (b)(17) of this section and that is distributed free
of charge.

(2) Individuals.

This License Exception may be used to export eligible commodities and software to and for

the use of individuals other than the following:

() Ineligible Cuban Government Officials. Ministers and vice-ministers; members of the
Council of State; members of the Council of Ministers; members and employees of the
National Assembly of People's Power; members of any provincial assembly; local sector
chiefs of the Committees for the Defense of the Revolution; Director Generals and sub-
Director Generals and higher of all Cuban ministries and state agencies; employees of the
Ministry of the Interior (MININT); employees of the Ministry of Defense (MINFAR);
secretaries and first secretaries of the Confederation of Labor of Cuba (CTC) and its
component unions; chief editors, editors and deputy editors of Cuban state-run media
organizations and programs, including newspapers, television, and radio; or members and
employees of the Supreme Court (Tribuno Supremo Nacional).

(i) Ineligible Cuban Communist Party Officials. Members of the Politburo; the Central
Committee; Department Heads of the Central Committee; employees of the Central
Committee; and the secretaries and first secretaries of provincial Party central

committees.
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5. OFAC ® Sudanese Sanction Regulations(SSR)
5-1 OFAC # B DFHINE
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Subpart B—Prohibitions
§ 538.201 Prohibited transactions involving blocked property.
§ 538.202 Effect of transfers violating the provisions of this part.
§ 538.203 Holding of funds in interest-bearing accounts; investment and reinvestment.
§ 538.204 Prohibited importation of goods or services from Sudan.
§ 538.205 Prohibited exportation and reexportation of goods, technology, or services to
Sudan.
§ 538.206 Prohibited facilitation.
§ 538.207 Prohibited performance of contracts.
§ 538.208 Prohibited grant or extension of credits or loans to the Government of Sudan.
§ 538.209 Prohibited transportation-related transactions involving Sudan.
§ 538.210 Prohibited transactions relating to petroleum and petrochemical industries.
§ 538.211 Evasions; attempts; conspiracies.

§ 538.212 Exempt transactions.

§ 538.205  Prohibited exportation and reexportation of goods, technology, or services to
Sudan.
Except as otherwise authorized, the exportation or reexportation, directly or indirectly, to
Sudan of any goods, technology (including technical data, software, or other information) or
services from the United States or by a United States person, wherever located, or requiring

the 1ssuance of a license by a Federal agency, is prohibited.
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5-2 §538.533 1T &k ARFF

§ 538.533 Exportation, reexportation, or provision of certain services, software, and hardware

incident to personal communications

(a) Subject to the restrictions set forth in paragraph (b) of this section, the following
transactions are authorized:

(1) Services. The exportation or reexportation, directly or indirectly, from the United States
or by a U.S. person, wherever located, to Sudan of services incident to the exchange of
personal communications over the Internet, such as instant messaging, chat and email,
social networking, sharing of photos and movies, web browsing, and blogging.

(2) Software—

(i) Software subject to the EAR.

The exportation, reexportation, or provision, directly or indirectly, to Sudan of software
subject to the Export Administration Regulations, 15 CFR parts 730 through 774 (the
“EAR”), that is necessary to enable services incident to the exchange of personal
communications over the Internet, such as instant messaging, chat and email, social
networking, sharing of photos and movies, web browsing, and blogging, provided that such
software is designated EAR99 or classified by the U.S. Department of Commerce on the
Commerce Control List, 15 CFR part 774, supplement No. 1 (CCL), under export control
classification number (ECCN) 5D992.c.

(ii) Software that is not subject to the EAR because it is of foreign origin and is located

outside the United States.
The exportation, reexportation, or provision, directly or indirectly, by a U.S. person,
wherever located, to Sudan of software that is not subject to the EAR because it is of foreign
origin and is located outside the United States that is necessary to enable services incident
to the exchange of personal communications over the Internet, such as instant messaging,
chat and email, social networking, sharing of photos and movies, web browsing, and
blogging, provided that such software would be designated EAR99 if it were located in the
United States or would meet the criteria for classification under ECCN 5D992.c if it were
subject to the EAR.

(iii) Software that is not subject to the EAR because it is described in 15 CFR 734.3(b)(3).
The exportation, reexportation, or provision, directly or indirectly, by a U.S. person,
wherever located, to Sudan of software that is not subject to the EAR because it is described
in 15 CFR 734.3(b)(3) that is necessary to enable services incident to the exchange of
personal communications over the Internet, such as instant messaging, chat and email,
social networking, sharing of photos and movies, web browsing, and blogging.

(3) Additional software, hardware, and related services. To the extent not authorized by

paragraph (a)(1) or (a)(2) of this section, the exportation, reexportation, or provision,

directly or indirectly, to Sudan of certain software and hardware incident to personal
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communications, as well as related services, as follows:

(i) In the case of hardware and software subject to the EAR, the items specified in appendix
B to this part;

(i) In the case of hardware and software that is not subject to the EAR because it is of
foreign origin and is located outside the United States that is exported, reexported, or
provided, directly or indirectly, by a U.S. person, wherever located, to Sudan, hardware
and software that is of a type described in appendix B to this part provided that it would
be designated EAR99 if it were located in the United States or would meet the criteria for
classification under the relevant ECCN specified in appendix B to this part if it were
subject to the EAR; and

(iii) in the case of software not subject to the EAR because it is described in 15 CFR
734.3(b)(3) that is exported, reexported, or provided, directly or indirectly, from the United
States or by a U.S. person, wherever located, to Sudan, software that is of a type described
in the appendix B to this part.

Note to paragraphs (a)(2) and (a)(3): The authorizations in paragraphs (a)(2) and (a)(3) of this
section include the exportation, reexportation, or provision, directly or indirectly, to Sudan
of authorized hardware and software by an individual leaving the United States for Sudan.

(4) Internet connectivity services and telecommunications capacity. The exportation or
reexportation, directly or indirectly, from the United States or by a U.S. person, wherever
located, to Sudan of consumer-grade Internet connectivity services and the provision, sale,
or leasing of capacity on telecommunications transmission facilities (such as satellite or
terrestrial network connectivity) incident to personal communications.

Note to paragraph (a)(4): See §538.512 for authorizations relating to transactions with
respect to the receipt and transmission of telecommunications involving Sudan.

(5) Importation into the United States of hardware and software previously exported to
Sudan. The importation into the United States of hardware and software authorized for
exportation, reexportation, or provision to Sudan under paragraphs (a)(2) and (a)(3) of this
section by an individual entering the United States, directly or indirectly, from Sudan,
provided that the items previously were exported, reexported, or provided by the individual
to Sudan pursuant to paragraphs (a)(2) and (a)(3) of this section.

(6) Exportation, reexportation, or provision of no cost services and software that are widely
available to the public to the Government of Sudan.—

(i) Services. The exportation or reexportation, directly or indirectly, from the United States
or by a U.S. person, wherever located, to the Government of Sudan of services described in
paragraph (a)(1) of this section or categories (6) through (11) of appendix B to this part,
provided that such services are widely available to the public at no cost to the user.

(i) Software. The exportation, reexportation, or provision, directly or indirectly, to the

Government of Sudan of software described in paragraph (a)(2) of this section or categories
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(6) through (11) of appendix B to this part, read in conjunction with paragraph (a)(3) of this
section, provided that such software is widely available to the public at no cost to the user.
Note to paragraph (a): Nothing in this section relieves the exporter from compliance with the
export license application requirements of another Federal agency.
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(b) This section does not authorize:

(1) The exportation, reexportation, or provision, directly or indirectly, of the services,
software, or hardware specified in paragraph (a) of this section with knowledge or reason to
know that such services, software, or hardware are intended for the Government of Sudan,
except for services or software specified in paragraph (a)(6) of this section.

(2) The exportation, reexportation, or provision, directly or indirectly, of the services,
software, or hardware specified in paragraph (a) of this section to any person whose property
and interests in property are blocked pursuant to any part of 31 CFR chapter V, other than

persons whose property and interests in property are blocked solely pursuant to Executive

Order 13067 and Executive Order 13412 as the Government of Sudan.
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(3) The exportation or reexportation, directly or indirectly, of commercial-grade Internet
connectivity services or telecommunications transmission facilities (such as dedicated
satellite links or dedicated lines that include quality of service guarantees).

(4) The exportation or reexportation, directly or indirectly, of web-hosting services that are
for commercial endeavors or of domain name registration services.

(5) Any action or activity involving any item (including information) subject to the EAR that
is prohibited by, or otherwise requires a license under, part 744 of the EAR or participation
in any transaction involving a person whose export privileges have been denied pursuant to

part 764 or 766 of the EAR, without authorization from the Department of Commerce.
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1. Mobile phones (including smartphones), Personal Digital Assistants (PDAs), Subscriber
Identity Module/Subscriber Information Module (SIM) cards, and accessories for such devices
designated EAR99 or classified on the CCL under ECCN 5A992.c; drivers and connectivity
software for such hardware designated EAR99 or classified under ECCN 5D992.c; and
services necessary for the operation of such hardware and software.

2. Satellite phones and Broadband Global Area Network (BGAN) hardware designated EAR99
or classified under ECCN 5A992.c; demand drivers and connectivity software for such
hardware designated EAR99 or classified under ECCN 5D992.c; and services necessary for
the operation of such hardware and software.

3. Consumer* modems, network interface cards, radio equipment (including antennae),
routers, switches, and WiFi access points, designed for 50 or fewer concurrent users,
designated EAR99 or classified under ECCNs 5A992.c, 5A991.b.2, or 5A991.b.4; drivers,
communications, and connectivity software for such hardware designated EAR99 or
classified under ECCN 5D992.c; and services necessary for the operation of such hardware
and software

4. Residential consumer* satellite terminals, transceiver equipment (including to antennae,
receivers, set-top boxes and video decoders) designated EAR99 or classified under ECCNs
5A992.c, 5A991.b.2, or 5A991.b.4; drivers, communications, and connectivity software for
such hardware designated EAR99 or classified under ECCN 5D992.c¢; and services necessary
for the operation of such hardware and software.

5. Laptops, tablets, and personal computing devices, and peripherals for such devices
(including consumer* disk drives and other data storage devices) and accessories for such
devices (including keyboards and mice) designated EAR99 or classified on the CCL under
ECCNs 5A992.c, 5A991.b.2, 5A991.b.4, or 4A994.b; computer operating systems and
software required for effective consumer use of such hardware, including software updates
and patches, designated EAR99 or classified under ECCN 5D992.c; and services necessary
for the operation of such hardware and software.

6. Anti-virus and anti-malware software designated EAR99 or classified under ECCN
5D992.c¢; and services necessary for the operation of such software

7. Anti-tracking software designated EAR99 or classified under ECCN 5D992.c; and services
necessary for the operation of such software

8. Mobile operating systems, online application for mobile operating systems (app) stores, and
related software, including apps designed to run on mobile operating systems, designated
EAR99 or classified under ECCN 5D992.c; and services necessary for the operation of such
software.

9. Anti-censorship tools and related software designated EAR99 or classified under ECCN
5D992.c; and services necessary for the operation of such software
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10. Virtual Private Network (VPN) client software, proxy tools, and fee-based client personal
communications tools including voice, text, video, voice-over-IP telephony, video chat, and
successor technologies, and communications and connectivity software required for effective
consumer use designated EAR99 or classified under ECCN 5D992.c; and services necessary
for the operation of such software.

11. Provisioning and verification software for Secure Sockets Layers (SSL) certificates
designated EAR99 or classified under ECCN 5D992.c; and services necessary for the
operation of such software.

*For purposes of this appendix, the term “consumer” refers to items that are: (1) generally
available to the public by being sold, without restriction, from stock at retail selling points
by means of any of the following: (a) over-the-counter transactions; (b) mail order
transactions; (c) electronic transactions; or (d) telephone call transactions; and (2) designed
for installation by the user without further substantial support by the supplier
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6. BPDLRVIELIFELEEEZN
6-1 SSR ® § 538.507 Reexports by non-U.S. persons.

(a) Goods and technology subject to export license application requirements under other United

States regulations.

The reexportation to Sudan or the Government of Sudan by a non-U.S. person of any goods or
technology exported from the United States, the exportation of which to Sudan is subject to export
or reexport license application requirements, is authorized under this section provided that the
goods or technology:

(1) Have been incorporated into another product outside the United States and constitute 10
percent or less by value of that product exported from a third country; or
(2) Have been substantially transformed outside the United States.
Note to paragraph (a) of §538.507: Notwithstanding the authorization set forth in paragraph (a),
anon-U.S. person's reexportation of goods, technology or software of U.S. origin that are subject
to the Export Administration Regulations (15 CFR parts 730 through 774) may require specific

authorization from the Department of Commerce, Bureau of Industry and Security.
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(b) Goods and technology not subject to export license application requirements under other
United States regulations .
The reexportation to Sudan or the Government of Sudan by a non-U.S. person of any goods or
technology of U.S. origin, the exportation of which to Sudan is not subject to any export license
application requirements under any other United States regulations, is authorized under this

section.
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6-2 Federal Register ™ § 538.533 tRIEATifL S

(https://www.federalregister.gov/articles/2015/02/18/2015-03330/sudanese-sanctions-regulations)

OFAC is amending 31 CFR 538.533 in several ways. First, OFAC is removing a limitation in
the existing general license at 31 CFR 538.533, which only authorizes certain no cost software
and services incident to the exchange of personal communications. Section 538.533 now also
authorizes the exportation of certain fee-based software and services incident to the exchange of
personal communications. See 31 CFR 538.533(a)(1) & (2). To avoid confusion with respect to the
term “publicly available” as described in 15 CFR 734.3(b)(3), OFAC also is changing the
terminology in § 538.533 from “publicly available” to “widely available to the public,” although

the scope remains the same.
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Second, OFAC is expanding the authorization in § 538.533 to permit the exportation,
reexportation, or provision, directly or indirectly, to Sudan of certain additional personal
communications software, hardware, and related services subject to the EAR. See 31 CFR
538.533(a)(1), (2), & (3). The general license now authorizes, for example, a non-U.S. person
located outside the United States to export certain hardware and software subject to the EAR to
Sudan. For purposes of § 538.533, the term “provision” includes, for example, an in-country

transfer of covered software or hardware.
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